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Abstract

In recent years e-learning systems have widely been used, which raised some security
issues. One of these issues is the problem of providing secure online testings, quizzes
and exams. Usually such problems are resolved with specially equipped exam-rooms.
In Armenia providing such exam-rooms to large number of students is an expensive
solution. In this paper an application of new environment is proposed and described,
which will make possible to use other computers. The idea is to lock down the students'
computers, so during the exam they have no opportunity to use the internet, exter-
nal memory cards, ¯les located on computer`s HDDs or other sources of information.
There is no need to have big test-rooms with expensive equipment, when using this
environment. An online exam environment is developed, which ensures secure online
testing from the students' computers, so that no local program or information can be
used during the exam. The system operates independently of computer's operation
system, without making any program changes.

Keywords: E-learning security, Online exam, Learning management system
(LMS).

1 . In t r o d u c t io n

E -le a r n in g is a n in c lu s ive t e r m t h a t d e s c r ib e s e d u c a t io n a l t e c h n o lo g y, wh ic h e le c t r o n ic a lly
o r t e c h n o lo g ic a lly s u p p o r t s le a r n in g a n d t e a c h in g . B e r n a r d L u s kin , a p io n e e r o f e -le a r n in g ,
a d vo c a t e s t h a t t h e " e " s h o u ld b e in t e r p r e t e d t o m e a n " e xc it in g , e n e r g e t ic , e n t h u s ia s t ic ,
e m o t io n a l, e xt e n d e d , e xc e lle n t , a n d e d u c a t io n a l" in a d d it io n t o " e le c t r o n ic " . D e ve lo p m e n t s
in in t e r n e t a n d m u lt im e d ia t e c h n o lo g ie s a r e t h e b a s ic e n a b le r o f e -le a r n in g , wit h c o n s u lt in g ,
c o n t e n t , t e c h n o lo g ie s , s e r vic e s a n d s u p p o r t b e in g id e n t ī e d a s t h e ¯ ve ke y s e c t o r s o f e -le a r n in g
in d u s t r y [1 ].

U s in g t h e t r a d it io n a l e xa m in a t io n m e t h o d s , t h e le c t u r e r fa c e s a n u m b e r o f t im e -
c o n s u m in g a c t ivit ie s , s u c h a s c o m p ila t io n o f n o n r e p e a t in g e xa m in a t io n c a r d s o u t o f a s p e c i¯ c
lis t o f qu e s t io n s , c h a n g in g o f t h e o r d e r o f r ig h t a n s we r s a n d e s t im a t io n o f r e s u lt s . In t e r n a -
t io n a l s c ie n t ī c -e d u c a t io n a l c e n t e r a t t h e N a t io n a l A c a d e m y o f S c ie n c e s o f t h e R e p u b lic o f
A r m e n ia ( IS E C N A S R A ) s u g g e s t s p e o p le t o g e t e -le a r n in g e d u c a t io n , d u e t o wh ic h t h e
t r a in in g s a r e a va ila b le t o s t u d e n t s wh o live in d i®e r e n t r e g io n s o f A r m e n ia a n d e ve n b e yo n d
t h e r e p u b lic ( h t t p :/ / vle .s c i.a m / , h t t p :/ / is e c .a m / ) .

A s a n e -le a r n in g e n vir o n m e n t , t h e L MS Mo o d le is u s e d in In t e r n a t io n a l s c ie n t i¯ c -
e d u c a t io n a l c e n t e r a t t h e N a t io n a l A c a d e m y o f S c ie n c e s o f t h e R e p u b lic o f A r m e n ia ( IS E C
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N A S R A ) . U s a g e o f t e s t in g m o d u le s in c lu d e d in L MS Mo o d le c o n s id e r a b ly s im p lī e s t h e
c o m p ila t io n o f e xa m in a t io n c a r d s . R a n d o m s e le c t io n o f qu e s t io n s fr o m a d a t a b a s e o f qu e s -
t io n s , c o m p ila t io n o f e xa m in a t io n c a r d s a n d e s t im a t io n o f e xa m in a t io n r e s u lt s is a u t o m a t e d .
W h ile u s in g e -le a r n in g s ys t e m s , s o m e s e c u r it y is s u e s a r is e . On e o f t h e s e is s u e s is t h e p r o b le m
o f p r o vid in g s e c u r e o n lin e t e s t in g s , qu iz z e s a n d e xa m s .

Ma in s o lu t io n in o r g a n iz in g s e c u r e o n lin e e xa m in a t io n s is c r e a t in g s p e c ia lly e qu ip p e d
t e s t in g r o o m s . H o we ve r , in t h e c a s e o f a s ig n ī c a n t n u m b e r o f e xa m t a ke r s , t h e s p e c ia lly
e qu ip p e d r o o m s a r e a s s o c ia t e d wit h a lo t o f e xp e n s e s . To a vo id t h a t kin d o f e xp e n s e s , a
s ys t e m wa s d e ve lo p e d , wh ic h will m a ke p o s s ib le t o u s e t h e s t u d e n t s ' c o m p u t e r s fo r t a kin g
o n lin e e xa m s . Th is s ys t e m we c a lle d " On lin e E xa m E n vir o n m e n t " ( OE E ) . U s a g e o f t h e
p a r t ic ip a n t s ' c o m p u t e r s d u r in g o n lin e e xa m in a t io n is le a d in g t o a n u m b e r o f p r o b le m s , s u c h
a s d a t a d is c lo s u r e , t h e o p p o r t u n it y t o u s e t h e in fo r m a t io n s t o r e d in t h e c o m p u t e r , t h e o p -
p o r t u n it y t o u s e t h e in t e r n e t , e t c . [2 ]. Th e p u r p o s e o f t h is in ve s t ig a t io n is t o c r e a t e a s e c u r e
e n vir o n m e n t , wh ic h will p r o vid e t h e e xa m t a ke r s a n a c c e s s t o u s in g n e c e s s a r y s o ft wa r e s
d u r in g t e s t in g , m e a n t im e b lo c kin g t h e o p p o r t u n it y t o u s e a n y o t h e r s o ft wa r e s , s o u r c e s o f
in fo r m a t io n , in t e r n e t , e t c . W h ile u s in g t h e s t u d e n t s ' d e vic e s , s e c u r it y p r o b le m s m a y o c c u r
d u r in g o n lin e t e s t in g , wh ic h will b e p r e s e n t e d b e lo w [3 ].

2 . R is ks o f On lin e Te s t in g

D u r in g t h e a n a lys is o f s e c u r it y r is ks o f o n lin e e xa m s u s in g s t u d e n t s ' d e vic e s t h e fo llo win g
m a jo r t h r e a t s m a y o c c u r [4 ]:

² Mis m a n a g e m e n t : A lo t o f t o o ls a n d s e r vic e s a r e u s e d fo r p r e p a r a t io n , c o m p ila t io n ,
r e a liz a t io n , t a kin g , e s t im a t io n , p r e s e r va t io n a n d s e c u r it y o f o n lin e t e s t s . P r o b a b ilit y
o f m is m a n a g e m e n t is qu it e h ig h . W it h lit e r a t e u s a g e o f L MS t o o ls a n d r e s o u r c e s ,
it is p o s s ib le t o r e d u c e r is ks a n d t o c o n d u c t o n lin e e xa m s wit h o u t p r o b le m s . Te s t
m a n a g e m e n t s ys t e m in c lu d e s n o t o n ly o n lin e s o ft wa r e t o o ls , b u t a ls o d e ¯ n e s p r o c e d u r e s
fo r le c t u r e r s , e xa m t a ke r s a n d t h o s e c a r r yin g o u t m a in t e n a n c e .

² Im p o s t o r s : S u c h r is ks c o u ld b e p r e ve n t e d b y m e a n s o f fa c e -t o -fa c e c h e c kin g . Te c h n i-
c a l c h e c kin g m ig h t b e d o n e o n ly b y m e a n s o f b io m e t r ic m e a s u r e m e n t s , wh ic h is n o t
a va ila b le in a ll s ys t e m s . Co m b in a t io n o f lo g in a n d p a s s wo r d o f t h e u s e r m a y b e a
s o lu t io n , b u t t h e s t u d e n t s c o u ld g ive a wr o n g in fo r m a t io n , if s o m e o n e e ls e t a ke s t h e
e xa m in s t e a d o f t h e m .

² Co m p u t e r Mis u s e : Th is r is k is t h e m a in o b s t a c le r e la t e d t o s t u d e n t s ' c o m p u t e r s in
e xa m s . Th e d e ve lo p in g o f t h e OE E e n s u r e s t h a t n o lo c a l p r o g r a m o r in fo r m a t io n c a n
b e u s e d d u r in g t h e e xa m s .

² U s in g u n a u t h o r iz e d m a t e r ia ls : A ft e r p r o h ib it in g t h e u s e o f lo c a l in fo r m a t io n , t h e u s e o f
o t h e r m a t e r ia ls s u c h a s n o t e b o o ks , r e fe r e n c e s a n d c o p yb o o ks is p r e ve n t e d b y in d ivid u a l
c o n t r o l d u r in g t h e e xa m s .

² Co n s p ir in g : Th e a t t e m p t s o f a s s is t in g t h e e xa m t a ke r c a n o n ly b e p r e ve n t e d b y in d i-
vid u a l c o n t r o l. Th e r e g u la t io n s c o n c e r n in g t h e e xc h a n g e o f n o t e s , g o in g o u t e t c . a r e
t h e s a m e a s fo r wr it t e n e xa m s .
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² D is c lo s u r e o f Te s t D a t a : Th e d is c lo s u r e o f Te s t D a t a p o s e s a r e a l r is k t o e ve r y e xa m ,
e s p e c ia lly if t h e r e a r e s e ve r a l e xa m in a t io n r o o m s . N o o n e c a n p r o h ib it t h e s t u d e n t s
fr o m r e m e m b e r in g t h e e xa m t a s ks , n e ve r t h e le s s t h e g r e a t n u m b e r o f t a s ks a n d t h e h ig h
p o s s ib ilit y o f c o n fu s in g t h e a n s we r s m a y r e d u c e t h is r is k [5 ].

² H a c kin g : In t h is c a s e , t h e m a in t h r e a t is t h e s t e a lin g o f in fo r m a t io n fr o m t h e Te s t
S ys t e m . Th e r e is n o s ys t e m a b s o lu t e ly s a fe fr o m h a c kin g . It is o n ly p o s s ib le t o in c r e a s e
t h e t im e r e qu ir e d fo r e n t e r in g t h e s ys t e m a n d s t e a lin g t h e in fo r m a t io n .

² Te s t le a ka g e : A n a c u t e r is k is t e s t le a ka g e , e s p e c ia lly fo r t h e s a m e t im e t e s t s [6 ].
A lt h o u g h t e s t e s c a n ( t r y t o ) m e m o r iz e ( s o m e o f ) t h e c lo s e d t e s t 's c o n t e n t , a t le a s t
t h e y s h o u ld n o t b e a b le t o c o m p r o m is e it a t t e s t t im e .

² Ch e a t in g : W h ile m a n y s t u d ie s h a ve b e e n c o n d u c t e d t o d e t e r m in e t h e s t a t e o f c h e a t in g
in t r a d it io n a l c o u r s e s , fe w h a ve fo c u s e d s o le ly o n o n lin e c la s s e s . Ma n y b e lie ve t h a t a n
o n lin e c la s s le n d s it s e lf m o r e e a s ily t o c h e a t in g d u e t o t h e la c k o f fa c e -t o -fa c e c o n t a c t
b e t we e n t h e s t u d e n t s a n d t h e in s t r u c t o r [7 ].

3 . Or g a n iz a t io n a l Ma t t e r s

Fo r t h e d e ve lo p m e n t o f OE E , it is n e c e s s a r y t o c o lle c t o r g a n iz a t io n a l r e qu ir e m e n t s a n d g e n -
e r a l t e r m s .
T est P r epar ation: On e o f t h e im p o r t a n t p h a s e s o f a n o n lin e -e xa m in a t io n is Te s t P r e p a r a -
t io n . Th e le c t u r e s s h o u ld b e t r a n s m it t e d t o t h e D e p a r t m e n t o f E d u c a t io n . A t t h e p r e p a r a t io n
o f o n lin e -e xa m in a t io n s , s e ve r a l p a r a m e t e r s a r e c o n s id e r e d : n o t o n ly t h e t yp e a n d s t r u c t u r e
o f t a s ks s h o u ld b e t a ke n in t o a c c o u n t , b u t a ls o t h e n u m b e r o f t e s t t a ke r s . Th e r e a r e s e ve r a l
wa ys o f c o n fu s in g t h e t a s ks a n d a n s we r s , s o t h a t vie win g o t h e r s t u d e n t s ' la p t o p s c a n n o t
b e u s e fu l. Ma n y le c t u r e r s u s e qu e s t io n d a t a b a s e s , wh ic h c a n b e a p p lie d d u r in g a n e xa m .
Mo o d le p r o vid e s a n o p p o r t u n it y fo r r a n d o m s e le c t io n o f 3 0 t a s ks fr o m 1 0 0 t a s ks a va ila b le
o n t h e d a t a b a s e . S o m e s p e c ia l t a s ks c a n b e in s e r t e d in t o a ll t e s t s , s o t h a t t h e r e will b e 3 0
r a n d o m ly s e le c t e d t a s ks a n d 5 t a s ks s e le c t e d b y s t u d e n t s . If t h e le c t u r e r d e c id e s t o m ix t h e
qu e s t io n s a n d a n s we r s , ¯ ve s p e c ia l qu e s t io n s c o u ld a p p e a r a n y t im e a m o n g 3 0 t a s ks . It is
r e c o m m e n d e d t o in s e r t m a xim u m t wo qu e s t io n s o n e a c h p a g e .
Availability pr oblems dur ing the exam: Th e m o s t s e r io u s p r o b le m a t a n o n lin e -
e xa m in a t io n is t h e c o m p u t e r b r e a kd o wn . On Mo o d le t h e r e is a " s a ve wit h o u t c o n ¯ r m in g " -
ic o n o n e a c h p a g e . B e c a u s e o f t h e s t u d e n t s ' s t r e s s d u r in g t h e e xa m , t h e y u s u a lly fo r g e t t o
c lic k t h a t ic o n , wh ic h will r e s u lt in lo s s o f t h e ir wo r k in c a s e o f a c o m p u t e r b r e a kd o wn . Th is
fa ilu r e c a n b e p r e ve n t e d b y p la c in g o n e qu e s t io n o n e a c h p a g e . B e fo r e g o in g t o t h e n e xt
o r p r e vio u s p a g e it is n e c e s s a r y t o p r e s s t h e " s a ve wit h o u t c o n ¯ r m in g " -ic o n . In t h is wa y
s t u d e n t s a u t o m a t ic a lly s a ve t h e ir a n s we r s wh e n g o in g fr o m o n e p a g e t o a n o t h e r . Th is wo u ld
b e im p o s s ib le if a ll qu e s t io n s we r e o n t h e s a m e p a g e .
P ossible M isuse: In o r d e r t o p r e ve n t p o s s ib le m is u s e t h e r e s h o u ld b e a n in d ivid u a l c o n t r o l.
In vig ila t o r s s h o u ld ve r ify t h a t t h e n u m b e r o f s t u d e n t s c o r r e s p o n d s wit h t h e r e qu e s t n u m b e r .
Th e ve r i¯ c a t io n o f s t u d e n t s c a n b e c o n d u c t e d wit h t h e a id o f a r e g is t e r . Th is m e t h o d o f
ve r ī c a t io n c a n p r e ve n t t h e p o s s ib le m is u s e e xc e p t fo r im p o s t o r s . Th e la t t e r c a n b e r e ve a le d
o n ly b y in d ivid u a l c o n t r o l.
T est Accomplishment: Th is p h a s e r e qu ir e s m o s t o f t h e r e s o u r c e s . Th e OE E s ys t e m
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s h o u ld b e b o o t e d fr o m e xt e r n a l d r ive s , s u c h a s U S B , D V D o r P X E ( P r e b o o t E xe c u t io n E n -
vir o n m e n t ) . Th e s t u d e n t s s h o u ld r e g is t e r t h e m s e lve s a n d g e t c o m p u t e r s , u n le s s t h e y d o n o t
wa n t t o u s e t h e ir o wn la p t o p s . If t h e e xa m in a t io n t a ke s p la c e in a le c t u r e r o o m , t h e c a b le s
s h o u ld b e c o n n e c t e d b e fo r e t h e s t a r t o f e xa m in a t io n a n d r e m o ve d a ft e r it . Th e m o s t d i± -
c u lt p a r t o f a n e xa m in a t io n in t e c h n ic a l t e r m s is b o o t in g fr o m P X E , U S B a n d D V D d r ive s .
Fo r OE E t h e s t u d e n t s c a n r e g is t e r t h e ir la p t o p s in a d va n c e . A t t h e r e g is t r a t io n p la c e t h e y
g e t a s s is t a n c e a b o u t h o w t o in s t a ll t h e s ys t e m p r o p e r ly a n d wh e t h e r t h e p r o g r a m fu n c t io n s
n o r m a lly o n t h e ir c o m p u t e r o r n o t . To o l r e qu ir e m e n t s a r e r a t h e r lo w, b u t a m e m o r y o f 1 .5
GB R A M is n e e d e d t o p r e p a r e OE E . H o we ve r , 1 GB m e m o r y is e n o u g h ; in t h a t c a s e , b o t h
t h e b o o t p r o c e s s a s we ll a s t h e u s a g e s p e e d o f t h e t h ir d p a r t y p r o g r a m s o f t h e OE E will s lo w
d o wn .
After examination: If a ll t h e qu e s t io n s c o u ld b e c h e c ke d a n d e s t im a t e d a u t o m a t ic a lly, t h e
le c t u r e r m a y d e c id e t o a n n o u n c e t h e r e s u lt s a s s o o n a s t h e y will b e a p p r o ve d . Mo o d le g ive s
d i®e r e n t o p p o r t u n it ie s t o p u b lis h t h e r e s u lt s . Fo r e xa m p le , t h e s t u d e n t s c a n o n ly s e e t h e ir
s c o r e d p o in t s a n d / o r a ll t h e a n s we r e d qu e s t io n s . Th e c la s s i¯ c a t io n o f qu e s t io n s c a n s h o w
wh a t qu e s t io n s c o u ld p o s s ib ly b e a n s we r e d r ig h t .

Im m e d ia t e ly a ft e r t h e e xa m in a t io n , t h e t e c h n ic a l s u p p o r t t e a m c o lle c t s t h e c o m p u t e r s ,
U S B a n d D V D d r ive s , a ft e r t h a t t h e s t u d e n t s m u s t b e d e r e g is t e r e d fr o m t h e e xa m .

4 . Th e On lin e E xa m E n vir o n m e n t

Th e r e a r e m a n y s o lu t io n s , wh ic h will h e lp t o b lo c k t h e s ys t e m s o t h a t it will a llo w u s in g o n ly
s o m e p r o g r a m s o r we b s it e s . S u c h s o lu t io n s m ig h t b e u n d e s ir a b le , a n d t h e in s t a lla t io n o f
a n y p r o g r a m t o t h e p e r s o n a l c o m p u t e r o f t h e s t u d e n t m ig h t c a u s e s o m e p r o b le m s . B e s id e s
t h e le g a l p r o b le m s , t h e n u m b e r o f p e r s o n n e l r e qu ir e d fo r t e c h n ic a l m a in t e n a n c e s h o u ld b e
m o r e t h a n t h e y u s u a lly wo r k in t h e IT d e p a r t m e n t o f a n y o r g a n iz a t io n .

A ft e r s t u d yin g t h e e xis t in g b lo c kin g s ys t e m s , it wa s d e c id e d t o d e s ig n s u c h a s ys t e m ,
wh ic h will o p e r a t e in d e p e n d e n t ly o f c o m p u t e r 's o p e r a t in g s ys t e m , wit h o u t m a kin g a n y p r o -
g r a m c h a n g e s in t h e c u r r e n t o p e r a t in g s ys t e m . Th is s ys t e m c o u ld o p e r a t e ( B o o t ) fr o m U S B
° a s h d r ive , D V D d is k o r R X E s e r ve r . Th e s ys t e m will b lo c k a c c e s s t o t h e in fo r m a t io n s a ve d
in t h e c o m p u t e r . S o ft wa r e S E B ( S a fe E xa m B r o ws e r ) is in t e g r a t e d in t h e s ys t e m d e s ig n e d
fo r s a fe o p e r a t io n .

S t a n d -a lo n e OE E s ys t e m is d e s ig n e d b a s e d o n D e b ia n L in u x D is t r ib u t io n . D e b ia n L ive
o p e r a t in g s ys t e m b o o t s fr o m U S B ° a s h d r ive , D V D d is k o r R X E s e r ve r . Th e s o ft wa r e a n d
a b ilit ie s a va ila b le in D e b ia n L ive o p e r a t in g s ys t e m we r e ¯ t t e d t o t h e r e qu ir e m e n t s o f OE E
wit h t h e t o o ls p r o vid e d b y Th e L ive S ys t e m P r o je c t ( live .d e b ia n .n e t ) .

5 . S e c u r it y Co n c e p t s a n d L im it a t io n s

A s it is kn o wn c h e a t in g , r e wr it in g , c o p yin g a r e t h e b ig g e s t p r o b le m s o f c la s s ic a l e xa m in a t io n .
Th e o r g a n iz e r s m u s t p r e ve n t t h e d ir e c t c o n t a c t b e t we e n t h e s t u d e n t s d u r in g t h e e xa m in a -
t io n , a n d u s in g o f p r e -in s t a lle d in fo r m a t io n in t h e c o m p u t e r a n d U S B ° a s h d r ive s m u s t b e
p r e ve n t e d a p p lyin g t e c h n ic a l m e a n s . E xc e p t t h e o n lin e e xa m in a t io n , Mo o d le h a s a n o p p o r -
t u n it y o f c h a t a n d in s t a n t m e s s a g in g , b u t S E B b r o ws e r b lo c ks t h e m b y d e fa u lt . Th e r e fo r e ,
OE E s ys t e m , c o n s t r u c t e d b y u s , h a s t h e fo llo win g s e c u r it y p r o vid in g fe a t u r e s :
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² Cu s t o m iz e d D e b ia n live CD p r o vid e s r e c o g n it io n o f a lm o s t a ll t h e c o m p u t e r s a n d b lo c k
o f u s in g d a t a e xis t in g in c o m p u t e r .

² S t u d e n t 's e n t r a n c e t o in t e r n e t a n d o t h e r s ys t e m s in t h e s a m e n e t wo r k, e xc e p t t h e
Mo o d le s e r ve r , is b lo c ke d b y ¯ r e wa ll e xis t in g in D e b ia n L ive CD . A p p lyin g S E B b r o ws e r
in t e g r a t e d in t o Mo o d le , wh ic h lim it s u s in g o f s e r vic e s p r o vid e d b y Mo o d le .

² Th e r e a r e in s t a lle d fr e e s o ft wa r e s in t h e s ys t e m s u c h a s Fo xit R e a d e r , L ib r e O± c e e t c .

To s t a r t t h e e xa m t h e s t u d e n t m u s t c o m p le t e t h e fo llo win g s t e p s :

² Co n n e c t t h e c o m p u t e r t o t h e L A N o f e xa m -r o o m .

² B o o t D e b ia n L ive CD fr o m U S B , D V D o r P X E fr o m s e r ve r .

² A ft e r t e s t in g o f s ys t e m e le m e n t s a n d va lid a t io n o f n e t wo r k c o n n e c t io n D e b ia n a u t o -
m a t ic a lly b o o t s u p vir t u a l win d o ws X P . W in d o ws X P r u n s S E B a n d in t e r c o n n e c t s wit h
s c ie n t ī c -e d u c a t io n a l Mo o d le s e r ve r .

² S t u d e n t in s e r t s h is lo g in a n d p a s s wo r d , t h e n c h o o s e s t h e c o r r e s p o n d in g e xa m in a t io n .

Th e D e b ia n ¯ r e wa ll c o n c e p t s :

² A ll in c o m in g t r a ± c is b lo c ke d b y d e fa u lt .

² A ll o u t g o in g t r a ± c is b lo c ke d b y d e fa u lt .

² On ly H TTP t r a ± c is a llo we d t o t h e Mo o d le s e r ve r o f s c ie n t i¯ c -e d u c a t io n a l c e n t e r .

² P in g p a c ke t s a r e a llo we d t o t h e Mo o d le s e r ve r o f s c ie n t i¯ c -e d u c a t io n a l c e n t e r .

B e fo r e c o n n e c t in g t o vir t u a l X P , OE E s ys t e m c h e c ks in t e r c o n n e c t io n o f s t u d e n t 's Co m -
p u t e r a n d Mo o d le s e r ve r fo r c h e c kin g n e t wo r k c o n n e c t io n s . Th is p r o c e s s is a c c o m p a n ie d
wit h c o r r e s p o n d in g p r e c a u t io n a r y r e c o r d s s h o win g o n c o m p u t e r s c r e e n . If OE E is c o n n e c t e d
wit h Mo o d le s e r ve r , t h e o p e r a t io n s ys t e m will e xe c u t e X E N vir t u a l m a c h in e a n d t h e la t t e r
will e xe c u t e W in d o ws X P . W in d o ws X P in t e g r a t e d in OE E s ys t e m is a ls o a d a p t e d t o t h e
OE E r e qu ir e m e n t s , t o r e d u c e it s vo lu m e a n d t o m a ke it wo r k a s fa s t e r a s p o s s ib le . A ft e r
s t a r t in g o f W in d o ws X P , S E B s ys t e m s t a r t s a n d im m e d ia t e ly is c o n n e c t e d wit h t h e Mo o d le
s e r ve r . Ge n e r a l c o n s t r u c t io n o f OE E s ys t e m is d e p ic t e d in Fig u r e 1 .

Fig. 1 Infrastructure of OEE PC.
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OE E s ys t e m in c lu d e s va r ie d t o o ls t h a t e n a b le lo c kd o wn o f t h e d e s kt o p , o p e r a t in g s ys t e m ,
a n d W e b B r o ws e r . Th e id e a is t o ° e xib ly r e s t r ic t o r c o m p le t e ly d is a b le t h e t e s t e e s ' a c c e s s t o
t h e c o m p r o m is in g fu n c t io n a lit ie s o f t h e s e r e s o u r c e s . B e s id e s t h e a c c e s s t o t h e t e s t qu e s t io n s
a n d u s e o f a u t h o r iz e d ¯ le s o r t o o ls ( e .g ., wo r d p r o c e s s in g , s p r e a d s h e e t a n a lys is ) , t h e OE E
s ys t e m s e c u r e s t h e t e s t in g P C b y p r e ve n t in g p r in t , c a p t u r e , c o p y, o r a c c e s s t o o t h e r lo c a lly
s t o r e d o r W e b a c c e s s ib le ¯ le s a n d p r o g r a m s .

OE E s ys t e m d is a b le s ( if n o t r e s t r ic t s ) t h e fo llo win g fu n c t io n a lit ie s :

² Cu t / c o p y/ p a s t e o f d a t a t o / fr o m t h e t e s t in g e n vir o n m e n t .

² S c r e e n c a p t u r e / p r in t in g fu n c t io n s Co n t r o l/ fu n c t io n ke ys / s h o r t c u t s Ta s k/ a p p lic a t io n
s t a r t / a c c e s s / s wit c h R ig h t -c lic k m e n u o p t io n s Me n u o p t io n s o r ic o n a c t iva t io n S e t t in g
o f P C d a t e / t im e P o p -u p win d o ws ( D o n 't yo u n e e d t o p u t c o m m a s b e t we e n t h e m ?) .

² Me s s a g in g , s c r e e n s h a r in g , n e t wo r k m o n it o r in g .

² S e a r c h in g / s u r ¯ n g t h e W e b .

² B r o ws e r m e n u a n d t o o lb a r o p t io n s wit h p o s s ib le e xc e p t io n fo r
B a c k/ Fo r wa r d / R e fr e s h / S t o p .

² H TML s o u r c e c o d e vie win g .

² Ca c h e / s t o r e o f p a g e s in h is t o r y/ s e a r c h lis t in g s .

² Th e t e s t qu e s t io n s a r e d is p la ye d in a fu ll-s c r e e n m o d e t h a t c a n n o t b e m in im iz e d .

² Cle a r in g o f a n y c o o kie s , c a c h e s , a n d t e m p o r a r y ¯ le s a t t e s t s e s s io n e n d .

6 . Op e r a t io n a l S t a b ilit y a n d S a fe t y

Cla s s ic a l e xa m in a t io n p r o c e s s e s d o n o t d e p e n d o n in fo r m a t io n a l t e c h n o lo g ie s a n d a va ila b ilit y
o f s ys t e m s . N e ve r t h e le s s , in c a s e o f o n lin e e xa m in a t io n , n e t wo r k c o n n e c t io n a n d c o m p u t e r
m a lfu n c t io n c a n b e a r is e n . In c a s e o f m a lfu n c t io n o f a n y s u b s ys t e m , t h e a n s we r e d qu e s -
t io n s a r e ke p t in Mo o d le s ys t e m , a n d in c a s e o f a n y p r o b le m , t h e s t u d e n t c a n c o n t in u e t h e
e xa m in a t io n b y a n o t h e r s ys t e m . Th e a n s we r s t o t h e qu e s t io n s , g ive n b y t h e s t u d e n t s , a n d
t h e ir m a r ks a r e ke p t in Mo o d le s ys t e m a n d a r e n o t a va ila b le fo r t h e o t h e r s t u d e n t s . Th e
c o n n e c t io n b e t we e n S E B a n d Mo o d le is m a d e e n c r yp t e d b y H TTP S , wh ic h p r o t e c t s p e r s o n a l
d a t a fr o m villa in s d u r in g n e t wo r k s n i± n g .

7 . N e t wo r k a n d S e r ve r P a r t

Fo r a p p lyin g S E B in OE E s ys t e m , it s h o u ld b e h e ld in c e r t a in c o n d it io n s . S t a t in g fr o m
Mo o d le 1 .9 ve r s io n S E B is in t e g r a t e d in Mo o d le a n d c a n b e u s e d wit h o u t a n y a d d it io n s .
W h ile c r e a t in g a n e xa m in Mo o d le s ys t e m it s h o u ld e n a b le a n a d d it io n " R e qu ir e t h e S a le
E xa m B r o ws e r " , wh ic h is o n e o f t h e fu n c t io n s o f e n s u r in g s e c u r it y. B y e n a b lin g t h is a d d it io n ,
t h e e n t r a n c e t o e xa m in a t io n is b lo c ke d fr o m t h e c o m p u t e r s , in wh ic h S E B S o ft wa r e is n o t
in s t a lle d . A s t h e t im e o f e xa m is a n n o u n c e d , a n y p e r s o n wh o h a s S E B c a n e n t e r in t o
t h e d ig it a l s ys t e m r e g a r d le s s o f h is lo c a t io n . It c a n u s e a d d it io n a l lim it s o f e n t r a n c e in t o
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s ys t e m a n d c a n b e a llo we d fr o m t h e c e r t a in IP a d d r e s s e s . In c o m p a r is o n wit h c a b le n e t wo r k
c o n n e c t io n s , wir e le s s t e c h n o lo g ie s a r e n o t s e c u r e , t h a t is wh y in o r d e r t o p r o vid e h ig h le ve l
s e c u r it y it is im p o r t a n t t o u s e c a b le c o n n e c t io n s . In t h e c a s e o f c a b le in fr a s t r u c t u r e a ll t h e IP
a d d r e s s e s t h a t a r e n o t a llo we d t o b e c o n n e c t e d t o t h e e xa m s ys t e m , m a y b e b lo c ke d . On ly
t h e c o m p u t e r s , wh ic h a r e in t h e e xa m r o o m , a r e c o n n e c t e d t o t h e c a b le n e t wo r k, in wh ic h
S E B p r o g r a m is in s t a lle d , c a n t a ke p a r t in t h e e xa m ?. Th e le s s o n s in s t a lle d in t h e Mo o d le
s ys t e m c a n b e a va ila b le fo r e ve r yb o d y b u t t h e e n t r a n c e in t o e xa m c a n b e lim it e d p h ys ic a lly
d e p e n d in g o n t h e s ys t e m d e m a n d s a n d in t e r n a l lim it a t io n o f L MS Mo o d le .

Fig. 2 Exam room network structure.

A s it is in t r o d u c e d o n Fig u r e 2 , t h e e n t r a n c e in t o e xa m is p o s s ib le if t h e fo llo win g c o n -
d it io n s a r e s a t is ¯ e d :

² Co m p u t e r wo r ks in t h e OE E wit h S E B in s t a lle d ;

² Co m p u t e r is p h ys ic a lly c o n n e c t e d t o t h e c a b le n e t wo r k o f e xa m r o o m ;

² D u r in g t h e e xa m Mo o d le s ys t e m m u s t a n s we r t o c o m p u t e r s wit h d e d ic a t e d IP a d -
d r e s s e s .

8 . S o ft wa r e s a n d A p p lic a t io n s in E xa m

S p r e a d s h e e t c o u n t in g p r o g r a m s s u c h a s MS E xc e l, Op e n O± c e Ca lc a n d L ib r e o ± c e Ca lc a r e
wid e ly u s e d d u r in g t h e le s s o n s . It is im p o s s ib le t o c h e c k t h e s kills o f s t u d e n t s o p e r a t ive ly
wit h o u t u s in g s u c h p r o g r a m s d u r in g t h e wr it t e n e xa m s . It will b e p o s s ib le d u r in g t h e o n lin e
e xa m s if t h e d e m a n d e d p r o g r a m is in s t a lle d in t h e OE E s ys t e m . A s we kn o w t h e e xis t in g
s o ft wa r e a n d d a t a a r e n o t a c c e s s ib le in OE E e n vir o n m e n t e xe c u t io n , a s t h e y d is a llo w t h e
c o m p u t e r 's u n n e c e s s a r y a b ilit ie s . Th e r e fo r e , a ll n e c e s s a r y s o ft wa r e m u s t b e r e g is t e r e d in OE E
e n vir o n m e n t , wh ic h will b e e xe c u t e d b y s t u d e n t s . Fo r s wit c h in g fr o m Mo o d le t e s t t o a n o t h e r
a llo we d a n d a va ila b le s o ft wa r e , A L T+TA B c o m b in a t io n m u s t b e s u b m it t e d , t h e fu n c t io n o f
wh ic h is t h e s a m e a s in W in d o ws e n vir o n m e n t . Th e m e n t io n e d b u t t o n c o m b in a t io n in OE E
e n vir o n m e n t will a llo w s wit c h in g t o a n o t h e r p r o g r a m , wh ic h h a s b e e n c h o s e n b y t h e t e a c h e r
b e fo r e h a n d .

A c c o r d in g t o t h e d e m a n d o f le c t u r e r L ib r e O± c e , Op e n O± c e , Ja va R u n t im e a r e in t e -
g r a t e d in OE E e n vir o n m e n t . U s a g e o f a d d it io n a l p r o g r a m s b y p r e s s in g A L T+TA B is b lo c ke d
b y d e fa u lt . Th e ir u s a g e b e c o m e s p o s s ib le b y t h e d e m a n d o f le c t u r e r a ft e r d e ¯ n it e c h a n g e s .
W h e n p r e s s in g A L T+TA B b u t t o n s , P o p u p win d o w o p e n s wh e r e a c c e s s ib le a p p lic a t io n s a r e
s h o wn .

A s it is kn o wn , Mo o d le s ys t e m d o e s n o t g ive o p p o r t u n it y t o d o wn lo a d a n y ¯ le d u r in g
t h e e xa m . If t h e le c t u r e r d e m a n d s t o u s e a n y ¯ le fr o m Mo o d le s ys t e m d u r in g t h e e xa m ,
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t h e s t u d e n t m u s t d o wn lo a d it b e fo r e t h e e xa m . Fir s t , it is im p o r t a n t t o e xe c u t e OE E
e n vir o n m e n t , t o e n t e r t h e Mo o d le s ys t e m , d o wn lo a d t h e n e e d e d ¯ le a n d s a ve it o n t h e
d e s kt o p o f c o m p u t e r . D u r in g t h e e xa m in o r d e r t o u s e t h e d o wn lo a d e d ¯ le , t h e s t u d e n t
m u s t p r e s s A L T+TA B b u t t o n , c h o o s e t h e s u it a b le s o ft wa r e fr o m t h e o p e n e d p o p u p win d o w,
wh ic h c a n u s e t h e m e n t io n e d ¯ le . Th is m e c h a n is m is a p p lie d fo r p d f, xls , xls x, ja va , ja va c
a n d fo r ¯ le s , h a vin g a n o t h e r e xt e n s io n .

Fo xit R e a d e r a n d Co o l P D F R e a d e r s o ft wa r e s a r e in s t a lle d fo r u s in g ¯ le s , h a vin g a P D F
e xt e n s io n .

9 . Co n c lu s io n

A n o n lin e e xa m e n vir o n m e n t is d e ve lo p e d , wh ic h e n s u r e s s e c u r e o n lin e t e s t in g fr o m s t u d e n t s '
c o m p u t e r s , s o t h a t n o lo c a l p r o g r a m o r in fo r m a t io n c a n b e u s e d d u r in g t h e e xa m . Th e
s ys t e m o p e r a t e s in d e p e n d e n t ly o f c o m p u t e r 's o p e r a t io n s ys t e m , wit h o u t m a kin g a n y p r o g r a m
c h a n g e s . Th e OE E s ys t e m is im p le m e n t e d in e -le a r n in g s ys t e m o f In t e r n a t io n a l s c ie n t i¯ c -
e d u c a t io n a l c e n t e r a t t h e N a t io n a l A c a d e m y o f S c ie n c e s o f t h e R e p u b lic o f A r m e n ia . Th e
OE E c a n o p e r a t e wit h in L MS Mo o d le a n d L MS IL IA S .
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²Ýíï³Ý· ³éó³Ýó ùÝÝáõÃÛáõÝ LMS MOODLE Ñ³Ù³Ï³ñ·áõÙ

ì. ²é³ù»ÉÛ³Ý

²Ù÷á÷áõÙ

Øß³Ïí»É ¿ ³éó³Ýó ùÝÝ³Ï³Ý ÙÇç³í³Ûñ, áñÁ ³å³ÑáíáõÙ ¿ ³Ýíï³Ý· ³éó³Ýó
ùÝÝáõÃÛáõÝÝ»ñÇ ³ÝóÏ³óáõÙÁ áõë³ÝáÕÝ»ñÇ Ñ³Ù³Ï³ñ·ÇãÝ»ñÇ ÙÇçáóáí: Ð³Ù³Ï³ñ·ãáõÙ
·ïÝíáÕ áã ÙÇ ïíÛ³ÉÇó Ï³Ù ï»Õ³¹ñí³Í Íñ³·ñ³ÛÇÝ ³å³ÑáíáõÙÇó ÑÝ³ñ³íáñ ã¿ û·ïí»É
ùÝÝáõÃÛ³Ý ÁÝÃ³óùáõÙ: øÝÝ³Ï³Ý ÙÇç³í³ÛñÁ ·áñÍ³ñÏíáõÙ ¿ Ñ³Ù³Ï³ñ·ãÇ ûå»ñ³óÇáÝ
Ñ³Ù³Ï³ñ·Çó ³ÝÏ³Ë, Ñ³Ù³Ï³ñ·ãáõÙ ³é³Ýó áñ¨ ¿ ÷á÷áËáõÃÛáõÝ Ï³ï³ñ»Éáõ: ²éó³Ýó
ùÝÝ³Ï³Ý ÙÇç³í³ÛñÁ Ï³ñáÕ ¿ ÏÇñ³éí»É LMS Moodle ¨ LMS ILIAS Ñ³Ù³Ï³ñ·»ñÇ Ñ»ï:

Áåçîïàñíûé îíëàéí ýêçàìåí â ñðåäå LMS MOODLE
Â. Àðàêåëÿí

Àííîòàöèÿ

Ïîñëåäíèå ãîäû øèðîêî èñïîëüçóþòñÿ ñèñòåìû ý-îáó÷åíèÿ, ÷òî ïðèâîäèò
ê âîçíèêíîâåíèþ íåêîòîðûõ ïðîáëåì áåçîïàñíîñòè. Îäèí èç òàêèõ ïðîáëåì
ÿâëÿåòñÿ îáåñïå÷åíèå áåçîïàñíûõ îíëàéí òåñòèðîâàíèé. Îáû÷íî òàêèå
ïðîáëåìû ðåøàþòñÿ ñ ïîìîùüþ ñïåöèàëüíî îáîðóäîâàííûõ ýêçàìåíàöèîííûõ
êîìíàò. Â Àðìåíèè, ïðåäîñòàâëåíèå òàêèõ ýêçàìåíàöèîííûõ êîìíàò ïðè
áîëüøîì êîëè÷åñòâå ñòóäåíòîâ ÿâëÿåòñÿ äîðîãèì ðåøåíèåì. Èäåÿ çàêëþ÷àåòñÿ
â òîì, ÷òîáû çàáëîêèðîâàòü êîìïüþòåðû ñòóäåíòîâ, ÷òîáû âî âðåìÿ ýêçàìåíà
îíè íå èìåëè âîçìîæíîñòè èñïîëüçîâàòü èíòåðíåò, âíåøíèå êàðòû ïàìÿòè,
ôàéëû, õðàíÿùèåñÿ íà æåñòêèõ äèñêàõ êîìïüþòåðà èëè äðóãèå èñòî÷íèêè
èíôîðìàöèè. Íåò íåîáõîäèìîñòè èìåòü áîëüøèå ýêçàìåíàöèîííûå êîìíàòû ñ
äîðîãèì îáîðóäîâàíèåì, ïðè èñïîëüçîâàíèè ýòîé ñðåäû. Ðàçðàáîòàíà ñðåäà,
êîòîðàÿ îáåñïå÷èâàåò áåçîïàñíûé îíëàéí ýêçàìåí ñ êîìïüþòåðîâ ñòóäåíòîâ,
òàê ÷òî íèêàêàÿ èíôîðìàöèÿ èëè ìåñòíàÿ ïðîãðàììà íå ìîãëà èñïîëüçîâàòüñÿ
âî âðåìÿ ýêçàìåíà. Ñèñòåìà ðàáîòàåò íåçàâèñèìî îò îïåðàöèîííîé ñèñòåìû
êîìïüþòåðà, áåç êàêèõ-ëèáî èçìåíåíèé ïðîãðàììû.


