Mathematical Problems of Computer Science 41, 38-46, 2014.

Secure Online Testing System for LMS Moodle

Vahe A. Arakelyan

Institute for Informatics and Automation Problems of NAS RA
e-mail: a_vahe@sci.am

Abstract

In recent years e-learning systems have widely been used, which raised some security
issues. One of these issues is the problem of providing secure online testings, quizzes
and exams. Usually such problems are resolved with specially equipped exam-rooms.
In Armenia providing such exam-rooms to large number of students is an expensive
solution. In this paper an application of new environment is proposed and described,
which will make possible to use other computers. The idea is to lock down the students’
computers, so during the exam they have no opportunity to use the internet, exter-
nal memory cards, files located on computer‘s HDDs or other sources of information.
There is no need to have big test-rooms with expensive equipment, when using this
environment. An online exam environment is developed, which ensures secure online
testing from the students’ computers, so that no local program or information can be
used during the exam. The system operates independently of computer’s operation
system, without making any program changes.

Keywords: E-learning security, Online exam, Learning management system
(LMS).

1. Introduction

E-learning is an inclusive term that describes educational technology, which electronically
or technologically supports learning and teaching. Bernard Luskin, a pioneer of e-learning,
advocates that the ”"e” should be interpreted to mean "exciting, energetic, enthusiastic,
emotional, extended, excellent, and educational” in addition to ”electronic”. Developments
in internet and multimedia technologies are the basic enabler of e-learning, with consulting,
content, technologies, services and support being identified as the five key sectors of e-learning
industry [1].

Using the traditional examination methods, the lecturer faces a number of time-
consuming activities, such as compilation of nonrepeating examination cards out of a specific
list of questions, changing of the order of right answers and estimation of results. Interna-
tional scientific-educational center at the National Academy of Sciences of the Republic of
Armenia (ISEC NAS RA) suggests people to get e-learning education, due to which the
trainings are available to students who live in different regions of Armenia and even beyond
the republic (http://vle.sci.am/, http://isec.am/).

As an e-learning environment, the LMS Moodle is used in International scientific-
educational center at the National Academy of Sciences of the Republic of Armenia (ISEC
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NAS RA). Usage of testing modules included in LMS Moodle considerably simplifies the
compilation of examination cards. Random selection of questions from a database of ques-
tions, compilation of examination cards and estimation of examination results is automated.
While using e-learning systems, some security issues arise. One of these issues is the problem
of providing secure online testings, quizzes and exams.

Main solution in organizing secure online examinations is creating specially equipped
testing rooms. However, in the case of a significant number of exam takers, the specially
equipped rooms are associated with a lot of expenses. To avoid that kind of expenses, a
system was developed, which will make possible to use the students’ computers for taking
online exams. This system we called ”Online Exam Environment” (OEE). Usage of the
participants’ computers during online examination is leading to a number of problems, such
as data disclosure, the opportunity to use the information stored in the computer, the op-
portunity to use the internet, etc. [2]. The purpose of this investigation is to create a secure
environment, which will provide the exam takers an access to using necessary softwares
during testing, meantime blocking the opportunity to use any other softwares, sources of
information, internet, etc. While using the students’ devices, security problems may occur
during online testing, which will be presented below [3].

2. Risks of Online Testing

During the analysis of security risks of online exams using students’ devices the following
major threats may occur [4]:

e Mismanagement: A lot of tools and services are used for preparation, compilation,
realization, taking, estimation, preservation and security of online tests. Probability
of mismanagement is quite high. With literate usage of LMS tools and resources,
it is possible to reduce risks and to conduct online exams without problems. Test
management system includes not only online software tools, but also defines procedures
for lecturers, exam takers and those carrying out maintenance.

e Impostors: Such risks could be prevented by means of face-to-face checking. Techni-
cal checking might be done only by means of biometric measurements, which is not
available in all systems. Combination of login and password of the user may be a
solution, but the students could give a wrong information, if someone else takes the
exam instead of them.

e Computer Misuse: This risk is the main obstacle related to students’ computers in
exams. The developing of the OEE ensures that no local program or information can
be used during the exams.

e Using unauthorized materials: After prohibiting the use of local information, the use of
other materials such as notebooks, references and copybooks is prevented by individual
control during the exams.

e Conspiring: The attempts of assisting the exam taker can only be prevented by indi-
vidual control. The regulations concerning the exchange of notes, going out etc. are
the same as for written exams.
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e Disclosure of Test Data: The disclosure of Test Data poses a real risk to every exam,
especially if there are several examination rooms. No one can prohibit the students
from remembering the exam tasks, nevertheless the great number of tasks and the high
possibility of confusing the answers may reduce this risk [5].

e Hacking: In this case, the main threat is the stealing of information from the Test
System. There is no system absolutely safe from hacking. It is only possible to increase
the time required for entering the system and stealing the information.

e Test leakage: An acute risk is test leakage, especially for the same time tests [6].
Although testes can (try to) memorize (some of) the closed test’s content, at least
they should not be able to compromise it at test time.

e Cheating: While many studies have been conducted to determine the state of cheating
in traditional courses, few have focused solely on online classes. Many believe that an
online class lends itself more easily to cheating due to the lack of face-to-face contact
between the students and the instructor [7].

3. Organizational Matters

For the development of OEE, it is necessary to collect organizational requirements and gen-
eral terms.

Test Preparation: One of the important phases of an online-examination is Test Prepara-
tion. The lectures should be transmitted to the Department of Education. At the preparation
of online-examinations, several parameters are considered: not only the type and structure
of tasks should be taken into account, but also the number of test takers. There are several
ways of confusing the tasks and answers, so that viewing other students’ laptops cannot
be useful. Many lecturers use question databases, which can be applied during an exam.
Moodle provides an opportunity for random selection of 30 tasks from 100 tasks available
on the database. Some special tasks can be inserted into all tests, so that there will be 30
randomly selected tasks and 5 tasks selected by students. If the lecturer decides to mix the
questions and answers, five special questions could appear any time among 30 tasks. It is
recommended to insert maximum two questions on each page.

Availability problems during the exam: The most serious problem at an online-
examination is the computer breakdown. On Moodle there is a "save without confirming”-
icon on each page. Because of the students’ stress during the exam, they usually forget to
click that icon, which will result in loss of their work in case of a computer breakdown. This
failure can be prevented by placing one question on each page. Before going to the next
or previous page it is necessary to press the "save without confirming”-icon. In this way
students automatically save their answers when going from one page to another. This would
be impossible if all questions were on the same page.

Possible Misuse: In order to prevent possible misuse there should be an individual control.
Invigilators should verify that the number of students corresponds with the request number.
The verification of students can be conducted with the aid of a register. This method of
verification can prevent the possible misuse except for impostors. The latter can be revealed
only by individual control.

Test Accomplishment: This phase requires most of the resources. The OEE system
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should be booted from external drives, such as USB, DVD or PXE (Preboot Execution En-
vironment). The students should register themselves and get computers, unless they do not
want to use their own laptops. If the examination takes place in a lecture room, the cables
should be connected before the start of examination and removed after it. The most diffi-
cult part of an examination in technical terms is booting from PXE, USB and DVD drives.
For OEE the students can register their laptops in advance. At the registration place they
get assistance about how to install the system properly and whether the program functions
normally on their computer or not. Tool requirements are rather low, but a memory of 1.5
GB RAM is needed to prepare OEE. However, 1 GB memory is enough; in that case, both
the boot process as well as the usage speed of the third party programs of the OEE will slow
down.
After examination: If all the questions could be checked and estimated automatically, the
lecturer may decide to announce the results as soon as they will be approved. Moodle gives
different opportunities to publish the results. For example, the students can only see their
scored points and/or all the answered questions. The classification of questions can show
what questions could possibly be answered right.

Immediately after the examination, the technical support team collects the computers,
USB and DVD drives, after that the students must be deregistered from the exam.

4. The Online Exam Environment

There are many solutions, which will help to block the system so that it will allow using only
some programs or web sites. Such solutions might be undesirable, and the installation of
any program to the personal computer of the student might cause some problems. Besides
the legal problems, the number of personnel required for technical maintenance should be
more than they usually work in the I'T department of any organization.

After studying the existing blocking systems, it was decided to design such a system,
which will operate independently of computer’s operating system, without making any pro-
gram changes in the current operating system. This system could operate (Boot) from USB
flash drive, DVD disk or RXE server. The system will block access to the information saved
in the computer. Software SEB (Safe Exam Browser) is integrated in the system designed
for safe operation.

Stand-alone OEE system is designed based on Debian Linux Distribution. Debian Live
operating system boots from USB flash drive, DVD disk or RXE server. The software and
abilities available in Debian Live operating system were fitted to the requirements of OEE
with the tools provided by The Live System Project (live.debian.net).

5. Security Concepts and Limitations

As it is known cheating, rewriting, copying are the biggest problems of classical examination.
The organizers must prevent the direct contact between the students during the examina-
tion, and using of pre-installed information in the computer and USB flash drives must be
prevented applying technical means. Except the online examination, Moodle has an oppor-
tunity of chat and instant messaging, but SEB browser blocks them by default. Therefore,
OEE system, constructed by us, has the following security providing features:
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e Customized Debian live CD provides recognition of almost all the computers and block
of using data existing in computer.

e Student’s entrance to internet and other systems in the same network, except the
Moodle server, is blocked by firewall existing in Debian Live CD. Applying SEB browser
integrated into Moodle, which limits using of services provided by Moodle.

e There are installed free softwares in the system such as Foxit Reader, Libre Office etc.

To start the exam the student must complete the following steps:

Connect the computer to the LAN of exam-room.

e Boot Debian Live CD from USB, DVD or PXE from server.

After testing of system elements and validation of network connection Debian auto-
matically boots up virtual windows XP. Windows XP runs SEB and interconnects with
scientific-educational Moodle server.

Student inserts his login and password, then chooses the corresponding examination.

The Debian firewall concepts:

All incoming traffic is blocked by default.

All outgoing traffic is blocked by default.

Only HTTP traffic is allowed to the Moodle server of scientific-educational center.

Ping packets are allowed to the Moodle server of scientific-educational center.

Before connecting to virtual XP, OEE system checks interconnection of student’s Com-
puter and Moodle server for checking network connections. This process is accompanied
with corresponding precautionary records showing on computer screen. If OEE is connected
with Moodle server, the operation system will execute XEN virtual machine and the latter
will execute Windows XP. Windows XP integrated in OEE system is also adapted to the
OEE requirements, to reduce its volume and to make it work as faster as possible. After
starting of Windows XP, SEB system starts and immediately is connected with the Moodle
server. General construction of OEE system is depicted in Figure 1.

Access Only To |
MDDd Ie E}(am ;:j Safe Exam Browser
- o SEB n
% Virtual Windows XP
5 Virtual Box
— . Debian Live

Fig. 1 Infrastructure of OEE PC.
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OEE system includes varied tools that enable lockdown of the desktop, operating system,
and Web Browser. The idea is to flexibly restrict or completely disable the testees’” access to
the compromising functionalities of these resources. Besides the access to the test questions
and use of authorized files or tools (e.g., word processing, spreadsheet analysis), the OEE
system secures the testing PC by preventing print, capture, copy, or access to other locally
stored or Web accessible files and programs.

OEE system disables (if not restricts) the following functionalities:

e Cut/copy/paste of data to/from the testing environment.

e Screen capture/printing functions Control/function keys/shortcuts Task/application
start/access/switch Right-click menu options Menu options or icon activation Setting
of PC date/time Pop-up windows (Don’t you need to put commas between them?).

e Messaging, screen sharing, network monitoring.
e Searching/surfing the Web.

e Browser menu and toolbar options with possible exception for
Back /Forward /Refresh /Stop.

e HTML source code viewing.
e Cache/store of pages in history/search listings.
e The test questions are displayed in a full-screen mode that cannot be minimized.

e Clearing of any cookies, caches, and temporary files at test session end.

6. Operational Stability and Safety

Classical examination processes do not depend on informational technologies and availability
of systems. Nevertheless, in case of online examination, network connection and computer
malfunction can be arisen. In case of malfunction of any subsystem, the answered ques-
tions are kept in Moodle system, and in case of any problem, the student can continue the
examination by another system. The answers to the questions, given by the students, and
their marks are kept in Moodle system and are not available for the other students. The
connection between SEB and Moodle is made encrypted by HTTPS, which protects personal
data from villains during network sniffing.

7. Network and Server Part

For applying SEB in OEE system, it should be held in certain conditions. Stating from
Moodle 1.9 version SEB is integrated in Moodle and can be used without any additions.
While creating an exam in Moodle system it should enable an addition ”Require the Sale
Exam Browser”, which is one of the functions of ensuring security. By enabling this addition,
the entrance to examination is blocked from the computers, in which SEB Software is not
installed. As the time of exam is announced, any person who has SEB can enter into
the digital system regardless of his location. It can use additional limits of entrance into
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system and can be allowed from the certain IP addresses. In comparison with cable network
connections, wireless technologies are not secure, that is why in order to provide high level
security it is important to use cable connections. In the case of cable infrastructure all the TP
addresses that are not allowed to be connected to the exam system, may be blocked. Only
the computers, which are in the exam room, are connected to the cable network, in which
SEB program is installed, can take part in the exam?. The lessons installed in the Moodle
system can be available for everybody but the entrance into exam can be limited physically
depending on the system demands and internal limitation of LMS Moodle.
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Fig. 2 Exam room network structure.
As it is introduced on Figure 2, the entrance into exam is possible if the following con-
ditions are satisfied:

e Computer works in the OEE with SEB installed;
e Computer is physically connected to the cable network of exam room;

e During the exam Moodle system must answer to computers with dedicated IP ad-
dresses.

8. Softwares and Applications in Exam

Spreadsheet counting programs such as MS Excel, OpenOffice Calc and Libreoffice Calc are
widely used during the lessons. It is impossible to check the skills of students operatively
without using such programs during the written exams. It will be possible during the online
exams if the demanded program is installed in the OEE system. As we know the existing
software and data are not accessible in OEE environment execution, as they disallow the
computer’s unnecessary abilities. Therefore, all necessary software must be registered in OEE
environment, which will be executed by students. For switching from Moodle test to another
allowed and available software, ALT+TAB combination must be submitted, the function of
which is the same as in Windows environment. The mentioned button combination in OEE
environment will allow switching to another program, which has been chosen by the teacher
beforehand.

According to the demand of lecturer Libre Office, Open Office, Java Runtime are inte-
grated in OEE environment. Usage of additional programs by pressing ALT+TAB is blocked
by default. Their usage becomes possible by the demand of lecturer after definite changes.
When pressing ALT+TAB buttons, Popup window opens where accessible applications are
shown.

As it is known, Moodle system does not give opportunity to download any file during
the exam. If the lecturer demands to use any file from Moodle system during the exam,
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the student must download it before the exam. First, it is important to execute OEE
environment, to enter the Moodle system, download the needed file and save it on the
desktop of computer. During the exam in order to use the downloaded file, the student
must press ALT+TAB button, choose the suitable software from the opened popup window,
which can use the mentioned file. This mechanism is applied for pdf, xls, xlsx, java, javac
and for files, having another extension.

Foxit Reader and Cool PDF Reader softwares are installed for using files, having a PDF
extension.

9. Conclusion

An online exam environment is developed, which ensures secure online testing from students’
computers, so that no local program or information can be used during the exam. The
system operates independently of computer’s operation system, without making any program
changes. The OEE system is implemented in e-learning system of International scientific-
educational center at the National Academy of Sciences of the Republic of Armenia. The
OEE can operate within LMS Moodle and LMS TLIAS.
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UlGJunwlq wngwlg pGlmpjm bt LMS MOODLE hwdwlwnpgnid
d.. Unwptipwl

Udthnthnid

Uowlyty £ wngwlg pGliwyuG dhowywjn, npp wwywhnymd £ wijumwlq wngulg
pGGnipniGGLph wGgyugnuip nuwlnnGtph hwdwlupghsGph dhongny: <wdiwlunpgsmu
quGynn ny dh myjuhg jud mtnunpjuo opwqpwjhl wywhnynuihg hGwpwynp sk oquyby
pllnipjul pGpugpnu: LGGwHwl Yhowywjnn gnpowpyynd £ hwdwlwpgsh owytipwghnl
hwidwlwpghg wijwfu, hwiwjuwpgsmd wnwlg npl £ thnthnfunipniG jumwptne: Ungulg
pGGwywa showywypp Yupnn £ Yhpwunytip LMS Moodle U LMS ILIAS hwdiwlwnpqtph htin:

Be3onacHuIi OHAAMH 3K3aMeH B cpepe LMS MOODLE
B. Apakeasn

AnHoTanuys

[TocrepHUre TOABI HIMPOKO HCIOAB3YIOTCS CHUCTEMBI 3-O0yYeHUS, YTO IIPUBOAUT
K BO3HUKHOBEHHUIO HEKOTOPBIX IIpoOAeM OesomacHOCTH. OAWH M3 TaKUX IIPOOAEM
dBAsIeTCSI oOeclieueHHWe Oe30IIaCHBIX OHAAWH TeCTUPOBAHUM. OOBIUHO TaKue
IIPOOAEMBI PEIIAIOTCSA C IIOMOIIBIO CIIEIIMAABHO OOOPYAOBAHHBIX 3K3aMeEHAIIMOHHBIX
KOMHAT. B ApmMeHuH, IpepOCTaBA€HHE TaKMX 5K3aMEeHAIlMOHHBIX KOMHAT IIpU
OOABIIIOM KOAMYECTBE CTYACHTOB SIBASIETCSI AOPOrMM pelleHueM. Maeq 3akatouaercs
B TOM, YTOOBI 3a0AOKMPOBATh KOMIIBIOTEPHI CTYAEHTOB, YTOOBI BO BpeMs 3K3aMeHa
OHU HE MMEAM BO3MO’KHOCTH WCIOAB30BaTh WHTEPHET, BHEIIHWE KapThl NaMATH,
dalrAbl, XpaHAIHMeCs Ha >XeCTKUX AWNCKaX KOMIIBIOTEpAa HWAM ApPyTrHMe HCTOYHUKU
nH(popmaruu. HeT He0OXOAUMOCTH MMeTh OOABIIVE 3K3aMeHAIlMOHHBIE KOMHATHI C
AOPOIMM OOOpPYAOBAHHEM, INIPU HUCIOAB30BAHMM 3TOU cpepbl. PaspaboTanHa cpeaa,
KOTOpass oOeclieunrBaeT Oe30IlaCHBIM OHAAQWH 5K3aMeH C KOMIIBIOTEPOB CTYAEHTOB,
TaK 4TO HUKaKasg MH@POpManus UAM MeCTHas NIporpaMMma He MOIAA MCIIOAB30BaTbCS
BO BpeMs dk3aMeHa. CucreMa paboTaeT HE3aBUCHMO OT OIEPAllMOHHOU CUCTEMBI
KOMITBIOTEPQE, 0€e3 KaKUX-AN00 N3MeHEHUMN ITPOTPaMMBL.



