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Abstract

Conventional encryption algorithms are designed to be secure in the “black-box”
context, i.e. the attacker has access to the input and output of the algorithm, but
cannot observe the intermediate values generated during the software execution. Yet in
some cases, the encryption algorithm runs in a hostile environment, where the attacker
can see not only the input and output values but also has full access to all the internal
values and can change the execution at will. White-box cryptography algorithms are
designed to be executed in such untrusted environments and are said to operate in
the white-box attack context. A white-box implementation of AES cipher was first
presented by Chow, Eisen, Johnson and van Oorschot in 2002 [1], which was shown
to be insecure against the BGE attack presented by Billet, Gilbert and Ech-Chatbi in
2004 [2]. In 2010, another white-box AES implementation was presented by Karroumi,
which was supposed to withstand the BGE attack [3]. In 2013, De Mulder, Roelse,
and Preneel showed, that Karroumis and Chows implementations are equivalent, i.e.
the BGE attack can be successfully applied to both [4]. They also presented several
optimizations, which reduce the work factor of the attack to 222 work steps. In this
paper we will review both AES implementations and the BGE attacks.
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1. Introduction

In the “black-box” encryption model a cryptographic operation is executed in a trusted
environment. The attacker, whose main goal is to extract the cryptographic key, observes
the input and output of encryption/decryption operations, but has no access to the internal
values generated by the algorithm. Conventional encryption algorithms were designed to be
secure in this context. In some cases, cryptographic software runs on a device controlled
by a hostile user. In this case the attacker sees any intermediate value generated by the
execution of a cryptographic operation by observing the memory of the device and can change
the execution routine at will. Examples of such software are Digital Rights Management
(DRM) systems or any client software running on a cloud. White-box implementations of
encryption algorithms are designed to run on these devices, and are said to operate in the
white-box attack context. White-box algorithms are implemented as series of look-up from
tables, which contain the cryptographic key in such a way to prevent its extraction. There
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were numerous attempts to design a white-box implementation of the Advanced Encryption
Standard (AES), all of which were later broken. A white-box implementation of AES cipher
was first presented by Chow, Eisen, Johnson and van Oorschot in 2002 [1]. An attack
presented by Billet, Gilbert and Ech-Chatbi in 2004 (BGE attack) showed that the secure
key can be extracted from Chows implementation in 23 work steps [2]. In 2010, Karroumi
presented a modified version of Chows algorithm based on dual ciphers, which was designed to
withstand the BGE attack and increase the work factory of it to 2% [3]. In 2013, De Mulder,
Roelse , and Preneel proved that Karroumis and Chows implementations are identical and
the BGE attack can be applied to Karroumis implementation with minor modifications
[4]. Also several speed optimizations were presented, after which just 222 work steps are
required to extract the key. In this paper we will review both implementations of AES
and the BGE attack applied on them. The paper is organized as follows: in the sections
2 black-box encryption of AES is briefly represented. Section 3 is devoted to the Chow’s
implementation of AES white-box encryption. Section 4 contains the BGE attack. Section
5 briefly describes Karroumi’s implementation. Section 6 comments on the BGE attack for
Karoumi’s implementation. The paper ends with the conclusion.

2. AES Black-box Encryption

AES is a substitution-permutation network cipher for symmetric encryption also known as
the Rijndael cipher [5]. Tt supports key lengths of 128, 192 or 256 bits and has 10, 12 or
14 rounds, respectively. AES-128 will be considered as the primary setting in the rest of
this paper. Each round updates a 16-byte state and consists of four operations: SubBytes,
ShiftRows, MixColumns and AddRoundKey, except the final round, where the MixColumns
operation is omitted.

The 128-bit state is interpreted as a 4x4 matrix of 8-bit values. SubBytes operation
substitutes each value of the matrix a;; with S(a;;), where S(a;;) values are built using
inversion in GF(2%) modulo an irreducible polynomial m(z) = z® + 2% + 23 + z + 1.

ShiftRows transformation shifts 2", 3" and 4" rows of the table 1, 2 and 3 times to the
left, respectively.
MixColumns is a transformation applied on the columns of the state matrix. Each column
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is multiplied with a fixed matrix MC = 1 i g
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AddRoundKey operation simply XORs the state with the next key, generated by the key
schedule.

For purpose of creating a white-box implementation for AES, we can view the algorithm
in a different manner. One can notice, that SubBytes and Shiftrows operations can be
safely switched without any change in the output. Also because the ShiftRows is a linear
transformation, AddRoundKey(K;) followed by ShiftRows is identical to ShiftRows followed
by AddRoundKey(K;), where K is the result of applying ShiftRows operations on K;. These
allow us to change the AES structure to the one in Figure 2.
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Fig. 1. Structure of AES black-box encryption.
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Fig. 2. AES subbytes operation.

3. Chows AES White-box Implementation

In 2002, Chow, Eisen, Johnson and van Oorschot proposed the first white-box implemen-
tation of AES-128 [1]. Instead of calculating the function Ex on the plaintext, another
function By = G - Ex - F~! is computed, where G and F are input and output encodings,
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Fig. 3. AES ShiftRows operation.
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Fig. 4. AES MixColumns operation.

which are randomly generated independent of K. Since in some cases it’s infeasible to have
input and output encodings of the desired bit length, some encodings can be represented
as a concatenation of smaller bijections. A bijection F of size n = ny + noy + + ni can
be built from a list of smaller bijections Fj, where F; has size n;, and for any n-bit vector
b = (b1,ba,....0,) F(b) = Fi(b1, ..., b)) || Fa(bnys1, ey b0 —|—n2)...Fk(bm+m+nk1H, iybp). In
this case we say F' = F||Fy]|...|| Fk, and call F' a concatenated encoding. The encryption al-
gorithm is implemented as a sequence of look-ups from different look-up tables. The output



30 Review of White-box Implementations of AES Block Cipher and Known Attacks

| 128 bit Plaintext |

v

[ ShiftRows | h
: g
[ AddRoundKey(k!) | &
| S b; t | FI
u es <€
¢ s
[ MixColumns | -

3 ol

[ ShiftRows | ™
AddRoundKey/(K}, _ %
[ oundrey{Ky 1:'] - g
‘ SubBytes | E

I AddRoundKey(Ky ) ] —
-

| 128 bit ciphertext |

Fig. 5. AES algorithm with modified structure.

encoding of any table matches the input encoding of the table following it, so the encodings
can cancel each other. After the encryption routine is over, the value of Ex = G - B - F~1
is properly computed, as any intermediate encodings are cancelled out. We will present an
unprotected implementation first, to describe the tables we’ll need, and then describe the
modified protected version of the tables.

3.1  Unprotected Implementation

For each round, AddRoundKey and SubBytes transformations can be made using 16 look-up
tables that map 1 byte to 1 byte for each round. These look-up tables are called T-Boxes,
and are defined as follows:

T (x) = S(x ® k,_41[i]), for i=0.15, and r=1.9, (1)

T1(z) = S(x @ koli]) ® kuo[i], for i=0.15. (2)

It’s obvious, that T-boxes have no security and the attacker can easily extract the keys

from the T-boxes, if those were provided. So additional encoding is applied on the T-boxes,
before they can be used.

After the state vector passes through the T-boxes, MixColumns operations must be

applied on it. MixColumns operation multiplies each 4 bytes of the state vector [z, za, T3, 4]
2 3 11

with the MC = matrix. This can be accomplished by the so called T,
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tables, where

T,,(z) = x-[02 01 01 03]7, (3)
T,,(x) = = -[03 02 01 01)7, (4)
T,,(x) =z -[01 03 02 01]7, (5)

T,,(z) = 2 -[01 01 03 02]7, (6)

So T,,-boxes are 1 byte to 4 byte tables. The outputs of each 4 consecutive T}, tables
must be XOR-ed to get the output of the round, i.e. T, (z)+ T}, (z)+ Ty, (z) + Ty, (z). XOR
tables are used for this purpose:

XOR(z,y) =z Dy. (7)

XOR tables operate on 2 nibbles (4-bit values), so they are 1 byte to 4 bits mapping
tables. The XOR of two 32 bit values can be computed using 8 copies of these XOR tables.

One can notice, that T-boxes and T}, boxes can be combined into a single table. These
tables will look as follows:

T, (T7 (7)) = S(z + k" *[i]) * [03 02 01 01]". (8)
T, (T7 (2)) = S(z + k"~ '[q]) * [03 02 01 01]". (9)
T,, (T} (2)) = S(z + k"~ '[i]) * [03 02 01 01]". (10)
T, (T} (7)) = S(z + k" *[i]) * [03 02 01 01]". (11)

Then the outputs of these tables must be passed through XOR boxes to get the round’s
output. So there will be 144 composed T" — box /T, tables, 864 XOR tables and 16 T-boxes
total for all the rounds of AES together. These boxes are not secure against key extraction.
The next section will change these tables to apply some defense mechanisms against different
attacks.

3.2  Protected Implementation

As there are just 256 possible values for k"~![i], one can build a T'— box /T, table for each
of these values, and check if the table we provide matches any of those. This will allow an
attacker to extract the key from 7" — box/T,, tables. In order to prevent this, input and
output encodings are applied to all the tables. The encodings are applied in a networked
fashion, so all the encodings except the input encoding of the first round F and the output
encoding of the last round G cancel out each other, and the function £, = G - Fx - F~!
is calculated by using these tables. Here G and F' are concatenated encodings of 128 bits,
made of 16 bijections of 8 bits each. These encodings dramatically increase the total number
of possible tables. There are (16!)? possible input encodings and (16!)8 output encodings
per table. It’s obvious that for a fixed input key, the tables constructed for different output
encodings are all different. This means that there are at least (16!)® possible tables, which
makes it impossible to the attacker to enumerate. As the input/output encodings provide
the confusion step for the tables, linear transformations are applied to produce the diffusion
step. The table input/outputs are multiplied with randomly generated matrices over GF(2)
which are called mixing bijections. 16 8-bit to 8-bit mixing bijections are randomly generated
and applied at the inputs of each round except the first. Lets denote mixing bijection for
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byte i in round r as Lir. Another 4 32-bit to 32-bit mixing bijections M B}, i = 1..4,7 = 1..9
are applied to all the rounds outputs except the last one. So after these changes, the results
that we get after applying XOR tables will need to be multiplied with the inverse of the
mixing bijection (MB]) — 1 and (L) — 1, so the effect of M B is cancelled out, and the
inverse of L™ is applied, so it can get cancelled in the next round. This is done with the
same technique as the MixColumns step, and additional XOR tables are created for this.
The total size of the lookup tables of this implementation is 770,048 bytes, and there are
3104 lookups during each execution [1]. For a more detailed tutorial on Chows whitebox

AES refer to [6].

4. BGE Attack

BGE attack, introduced by Billet, Gilbert and Ech-Chatbi in 2004 [2], targets not a single
table from Chows implementation, but a group of tables, which form the AES round. As
each table has good confusion and diffusion properties, it’s hard to extract the key from a
single table, but attacking a group of tables is more reasonable. The AES round is viewed
as four 32-bit to 32-bit mappings Rjr, where the structure of R is shown in figure 6. P
are a combination of input encodings and mixing bijections, ()} are a combination of mixing
bijections and output encodings. All the intermediate encodings between different tables
have been cancelled out. The BGE attack consists of 3 phases:

1) The values of Ps and ()]s are recovered up to an unknown affine transformation. This
allows us to change transformations P/s and @)js with affine transformations P and

Qr.
2) The values of P/ and Q! are recovered completely.

3) Having P! and @}, the AES-128 key is extracted.

Let’s denote the inputs of R{ as zg, 1, 22, x3, and the outputs as yo, y1, Y2, ¥s.
Yo = Qo(02 - T - Py(xo) ®03-T7 - P (x1) ®01-Ty - Py (x9) ®01-T5 - Py (x3)), (12)

Now, having these tables, we must find a transformation Qv;', such that @f = QI+ Al ie.
differs from @)} by an unknown affine transformation A;.

So g is a function of 4 parameters xg, x1, 2, x3. Let’s fix the values of xy and z5 to
c1 and cy, respectively, and give 2 different values to x3, namely c3 and c¢;. We will get 2
functions:

Z/o(l"o, €1, C, 03) = Q0(02 T - Pr(mo)) D BC1,02703a (16)
Yo(Zo, €1, €2, c3) = QO(02 x T, * P(70)) © BC1702,63' (17)

From these 2 equations we get:

Yo(zo, a1, ¢z, ¢3) - Yo(To, az, ¢z, ¢3) " = Qo(Qy ' (x) + B)whereB = By, cy.c; ® By e, (18)



M. Karapetyan 33

Fig. 6. Ry mapping, 1 of the 4 mappings that make the AES round.

If we vary the value of c¢; so it can take all the possible 256 values in GF(2%), the
value of B will also take all the 256 different values. This gives us all the 256 functions
Qo(Qy ' () + B) for all values of B. This set of bijections forms a commutative group. Bilet
et al provide a technique to recover the value of Qg up to an unknown affine transformation,
given these group of bijections. Once this is done, we can change all the tables to use Q;
instead of ();, which significantly weakens the confusion properties of the tables. This allows
key extraction, which is described in detail in [2].

5. Karroumis AES White-box Implementation

In 2010 Mohamed Karroumi presented a modification of Chows AES white-box algorithm,
which was supposed to withstand the BGE attack [3]. The algorithm is based on usage of
AES dual ciphers. AES dual ciphers were first presented in [7] with a list of 240 ciphers. This
list was further expanded to 61,200 ciphers that are dual to AES in [8]. For each of these dual
ciphers, there exists an affine transformation A that maps AES plaintext P, ciphertext C and
key K into plaintext Py,q, ciphertext Cyuq and key Ky, of a dual AES, ie. Py = A(P),
Caua = A(C) and Kgua = A(K). In Karroumis white-box implementation, for each of 10
rounds of AES a dual-AES is selected randomly. SubBytes constants, MixColumns matrix
and the key of the corresponding dual-AES cipher are used for building the T" — box /T,
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tables. In order to get the same output values for the same input values as Chow’s AES
algorithm, affine transformation Ar must be applied at the input of each round, and Ar—1 at
the output of the round. The outputs of each round of this implementation will be different
from Chows outputs as different SubBytes and MixColumns values are used, but the final
round outputs will match.

Ar x
Al

Tor

MC

T
Qa7 Qo2r Qar
L

Fig. 7. AES white-box round structure of Karroumi’s modification.

One can notice, that as each 4 output bytes of an AES round depend on only 4 input
bytes, 4 different dual ciphers may be used in each round, so employing 40 different randomly
chosen dual ciphers in total. These changes will not affect the general structure of the tables,
so the speed and memory requirement will be identical to Chows implementation. Karroumi
argues that the attacker will need to brute-force these randomly chosen dual ciphers, which
will increase the security to 2°'. The detailed description of this implementation can be
found in [3].

6. BGE attack on Karoumis Implementation

It is shown in [4] that an encoded dual AES subround can be represented as an encoded AES
subround with the same key. This lets the attacker convert Karroumi’s tables into Chow’s
tables, and apply the BGE attack the exact same way. A detailed explanation on how to do
the conversion can be found in section 4.1 of [4].
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7. Conclusion

In this paper we reviewed Chow’s and Karroumi’s white-box implementations of AES algo-
rithm and briefly described the BGE attack which was successfully applied on both imple-
mentations. So far no known secure AES white-boxes were created, all the known imple-
mentations were broken with a work factor less than 23
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Pwg Ynnqny (whitebox) owoljugpniwl hwdwlwpqbph YtpnionipynG L
hwjmGh hwpdwliwb dtpnnGhiph hbnmwgnunipym G

U. Gupwybtiumjwl
Udthnthnid

Unwlnupn dwougpiwl wignphpilbpp Gwpuwwmbujwd 6 “ul winuhh” hwiw-
wntipunny wiynwbq wyluwmbint hwdwn, wjuhGpGhwpdwlynnp Yupnn £ niuntGuuppbp
wignphpth dnnph b Giph wpdbtpGhpp, pwjg sh Jupnn nbulb] wignphpih wpfuwunwGph
npwgpmy opwqph qllGtpwgnwo vhowlyjw) wpdbpltpp: Uwlwjl, npny nhuypbtpnud,
owolwgniwl wignphpil wpfuwnmd E owmwp dhowywjpmd, npnbtn hwpdwlynnp
mbulmd L ny dhwjG wgnphpth dnmuplG nt Gpp, wyj Gwlk gwlGyuguo dhowllyjuy
wnpdtip®  qhltpuwgyuo wignphpth Ynnihg L guGynipjul piypmd Jupnn £ thnthnfubg



36 Review of White-box Implementations of AES Block Cipher and Known Attacks

wignphpth wfuwwmwlpp: Pwg Ynnny owolwqpiwl wignphpultpp Gwppwntujuwo Gl
wpluwwnbnt wjuyhuh onwp vhowywjptipnid: AES owolwugpiwl wignphpth pwg Ynnny
hpwuwlwgdwl vjutdw wpwohlp wnwownyyty Lt Onh, Ujutlh, 2nGunGh b dwl Op)nunp
Unnihg 2002p.-hG, nph Ypw hwonn hwpdwliwl dtpnn wnwowplytg 2004p.-hG, huy
hwpdwldwl dtpnnp Ynsytg “BGE hwpdwlymd™ 2010-hG AES-h by wj] pug Ynnny
hpwjwlwgmyi wnwownplytg GYunndhh Ynnihg, vwlwjl 2013-h6 6 Unynbipp, Onup L
MptGhip gniyg mytighG, np Yuwnnidhh b Onp hpwwlwgniiGipp hwiwpdtp GG, wjuhGpl’
“BGE hwpdwynuip” hwonnnipjuip wpfuwwmnid b Gul wyn ujubdwgh ypw: Uju hnpjuomd
utlp YJupniotiGp AES-h wnwowplwo pwg Ynnny owojuwgpiwl uvfutidwbbpp L npulg
(yuundiwdp hwonnnmipjudp Jhpwnjwo hwpdwljdwl dtpnnGtpp:

Kpunrorpaduueckrue aArTOpUTMEL paboTarolue 10 IPUHIUITY
OeAoro AlIUKa ¥ U3BECTHHIE aTaKUu

M. KapaneTtan

AnHoTanuys

OObBIUHBIE CHMMETPUYHBIE KpPUITOIrpaUUeCKHe AaArOpPUTMBI pPACUYMTAHBl Ha
0e30MacHOCTh B TaK HA3bIBAEMOM CpeAe 'JepHOro smuka', T.e. ATAKYIOIINNI
UMeeT AOCTYI K BXOAHBIM M BBIXOAHBIM AAHHBIM AQATOPUTME@, HO He MOJKET
BUAETH IIPOME’KYTOUHBble 3HAUeHUsd, TreHepupyeMmble IIpU HCIIOAHeHuUu. UHoraa
KpHUNTOrpaduuecKye MporpaMMbl pabOTAOT B HE3AITUIIIEHHOU CpeAe, TAe aTaKyIOIINN
MMeeT AOCTYIl He TOABKO K BXOAHBIM U BBIXOAHBIM AQHHBIM AQATOPUTMA, HO TAKIKe
K AFOOOMY ITPOMEXKYTOYHOMY 3HQUEHMIO I'eHEPUPYEMOMY AATOPUTMOM. ATaKYIOIINU
TaK)XKe MOJKeT W3MEeHUTh IPOMEXYTOYHBle 3HAUYeHUsd WAM CaM aATOPUTM IO
COOCTBEHHOMY >KEAQHUIO. AATOPUTMBI, paboTarollye IO IPUHIIUIY OeAoro SAIINKE,
pacumTaHbl AAST 6€30TacHOM PabOThI B TAKOM CpeAe.

[TepBoe ucnoanenue aaropurma AES, paboTarolliee 1o IPUHITUITY OEAOTO SITUKQ,
Obin0 co3paHo Yo, Erncenom, AskoncoHoMm u Ban Opmotom B 2002 ropy, KOTOPBIU
OBIA YAQUHO aTakoBaH MeTopaOM aTaku "BGE", mpepnroskenHoMm B 2004 ropy. B 2010
TOAY APYroM MeToA peanmsanuu aaroputMa AES no npuHnDuny O0enoro gmyka OBIA
npeprokeH Kapymu, HO B 2013 ropy Ae Mroapep, Poace u [lpenHma mokaszany,
yTOo MeToAbl Kapymm m Yo mpeHTHMYHBL, T.e. araka "BGE" mo>keT OBITH yCIIEIITHO
IIpUMeHeHa K 000MM MeTOopaM. B AQHHOM cTaThbe IpPeACTaBAEHBI METOABI UCIIOAHEHUS
arroput™Ma AES no npuHIuny 6eAoTro dIyKa U U3BeCTHbIE aTaKU Ha HUX.
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